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Why You Want To
Accelerate Your Apps To
Production ?
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Apps are Everywhere

The “Why”
Website Tablet Phone Car House
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Good Software Drives Business Qutcomes
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Not just for the Netflix and Spotifys of the world
Dinero.dk
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How do you get there ?
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Supply-chain Levels for Software
Artifacts, or SLSA ("salsa").

It’s a security framework, a checklist of standards and
controls to prevent tampering, improve integrity, and secure
packages and infrastructure. It’s how you get from "safe
enough' to being as resilient as possible, at any link in the
chain.
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SLSA Levels

Level Description Example

1 Documentation of the build process Unsigned provenance

2 Tamper resistance of the build service Hosted source/build, signed provenance

3 Extra resistance to specific threats Security controls on host, non-falsifiable provenance
4 Highest levels of confidence and trust Two-party review + hermetic builds

https://slsa.dev/spec/v0.1/levels
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Level Requirements

Requirement SLSA1 SLSA 2 SLSA 3 SLSA 4
Source - Version controlled v v v
Source - Verified history v v
Source - Retained indefinitely 18 mo. v
Source - Two-person reviewed v
Build - Scripted build v v v v
Build - Build service v v v
Build - Build as code v v
Build - Ephemeral environment v v
Build - Isolated v v
Build - Parameterless v
Build - Hermetic v
Build - Reproducible O

https://slsa.dev/spec/v0.1/requirements
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Scripted Builds
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What Tools To Use ?

Remember “As Code” & “ldempotence”

- Terraform

- Ansible

- Bash

- Puppet

- SaltStack (Salt)
- Powershell

- Python

- Golang

- Others ?
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l[dempotence SLSA Level 1
BUILD....1/3 Best effort

Get the same result every time SOURCE. . .1/3 Best effort
DEPS 1/3 Best effort

Dockerfile

Dockerfile > ..
FROM ubunti
RUN apt upda’ apt upgrade -y
RUN apt ip : ~he2 -y

.goﬂ

Dockerfile U X

Dockerfile > ...
FROM ubuntu:jammy-20230425
RUN apt update && apt install apache2=2.4.52-1ubuntu4.5 -y
COPY .
CMD [[main. gof]]
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Version Controlled
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The power of Git

Description Date Author Commit

master 2 28 Apr 2023 10:54 Robert Jensen 9afab749

Commit: 9afab74969bf80bee349cdd4804a8ae6d742bf18 B code.txt (+1]|-1) X

Darante.

main ~

minor update 529401a

7y rhijensen79 cc

working with new login feature elac@57

7y’ rhiensen79 committec

fix 62c8333
7y rhjensen79 cc

initial commit 28 Apr 2023 10:52 Robert Jensen 538da353
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Build Service
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Build Service
Which one to use ?

- Github Action
- Jenkins

- . - Travis ClI

| - Aria Pipelines

- Others

(INE MORE TIIVI

NEMEBENEISIOINIEL
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name: Go

SLSA Level 2

) on.
BUILD....2/3 Credible
SOURCE...1/3 Best effort

DEPS 1/3 Best effort

push:

branches: [ "main" ]
jobs:
build:
runs-on: ubuntu-22.04

Simple Github Actions PR
example Of bL”ld”"]g - uses: actions/checkout@v3

- name: Set up Go

COde, at evel’y DUSh- uses: actions/setup-go@v3

with:
go-version: 1.19
name: Build

run: go build -v .

name: Test
run: go test -v ./...
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What is the/one solution ?
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Backstage
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$ Backstage

«Happy developers make happy code»




The Spotity Journey
.. back in 2016

/s

hyper-growth
mode

28

speed-to-
market

developer
effectiveness
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@ Spotify
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Created at

@ Spotify

2016
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Attributes Of Developer Portal

Lowers cognitive load
for developers and
boosts Developer

Productivity by
creating
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Provides a developer centric view

Abstracts away underlying technology

Provides a pluggable framework

Maximizes Time to Value
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Finding the golden path | path to production

D Obpb

Golden Path

L
1l
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Backstage plugin ecosystem

Customizable and extensible plugin
architecture

Built with modern technologies and
common frameworks

Makes it easy to develop for and
contribute to your dev portal

Cloud-agnostic and vendor-neutral

TSRy e R
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@ Azure Sites
\ g by FRISS

(_Infrastructure )

Azure Sites (Apps & Functions) support for a
given entity. View the current status of the site,
quickly jump to site's Overview page, or Log
Stream page.

Explore

Bazaar
by Axis Communications AB

( Discovery )

A marketplace where engineers can propose
projects suitable for inner sourcing

Explore

. ’ Buildkite
by roadie.io

(ciep)

View Buildkite Cl builds for your service in
Backstage.

Explore

Cloud Carbon Footprint
& by Thoughtworks

QETP]
View your cloud carbon footprint by estimating
energy use (kilowatt-hours) and carbon

emissions (metric tons CO2e) from public
cloud usage.

backstage-plugin-api-
linter
by Zalando

(_Linting
API Linter is a quality assurance tool that

checks the compliance of API's specifications
to Zalando's API rules.

Explore

. Bitrise

@ by SDA SE

(cieo

View Bitrise builds and download the build
artifacts within Backstage.

Explore

Catalog Graph
by SDA SE

(_Discovery

Extend the Backstage Software Catalog with a
graph that shows all entities and their
relationships providing an easier way to
discover the ecosystem.

Explore

~ Cloudify
< ) Pl by Cloudify
(_Orchestration )
Cloudify provides a remote execution and

environment management backend for
Kubernetes, Terraform, Ansible, etc.

Badges
by Andreas Stenius

(_Discovery )

The badges plugin offers a set of badges that
can be used outside of Backstage, showing
information related to data from the catalog.

Explore

Bugsnag

by roadie.io
( Monitoring

View and monitor Bugsnag errors.

Explore

CircleCl
. by Spotify
(cieb)
Automate your development process with CI
hosted in the cloud or on a private server.

Explore

CodeScene

by CodeScene

(Quality )
CodeScene is a multi-purpose tool bridging
code, business and people. See hidden risks
and social patterns in your code. Prioritize and
reduce technical debt.




Backstage in open source

r

L
CLOUD NATIVE

COMPUTING FOUNDATION
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L

400+
adopters
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0

1,500+

contributors

7,300+
members

V

3,200+
project forks

3§

13,000+
contributions
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Backstage is building a proven track record across industries

©  NETFLIX Roku  Preroton  @Expedia

® zalando American\‘ —7Z TELUS

Airlines
TOYOTA

Currently 75224 241 public adopters
https://github.com/backstage/backstage/blob/master/ADOPTERS.md
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Tanzu Application Platform
(TAP)
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Based on Backstage, but with it's own opinions (and focus)

g Backstage

Pre installed with
Docs

Accelerators
API's
Supply Chain

Security Analytics

Only runs on K8S

mwa rec Confidential | ©2022 VMware, Inc. 30



Overview

d , VMware Tanzu Application Platform

v

Your Organization Catalog

> o

I Owners

PERSONAL

® @

All (4)

- e Systems

*

= ¥

Description Actions

CNCF Demo 7% G ro U ps

Demo Appl. V*d

'YOUR ORGANIZATION

All

Tanzu Quiz. Vb~

— Ve Dependencies

Resources
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Documentation

, VMware Tanzu Application Platform

tanzutrends

About

()

VIEW VIEW
SOURCE TECHDO

DESCRIPTION
Tanzu Trends Demo Application

TAGS

No Tags

Has components
Type Lifecycle
frontend ark-tea website production

production

Has resources
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Relations

2 group:denmark-team

View graph >

Description

The frontend for
the Tanzu

T aper for
the Tanzu

4 systemitanzutrends

Type

@ component:frontend
partof

Lifecycle

This system does not contain any APIs.
thi:

L

@ component:scrape

resou nzutrends-db

Description

Based on
Mkdocs

Written in
markdown

Documentation
& Code in

Same repo.

Build when you
push

32



API

[, VMware Tanzu Application Platform

APIs

Type
Al All (1)

PERSONAL Name
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Based on
OpenAPI

Auto updated
with app

Dependencies

Internal /
External Api’s

Swagger
interface
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Application Accelerators

VMware Tanzu Application Platform

Application Accelerators

Templates for
Available Accelerators SUFROR A p pS 9

Q Accelerators Basel i nes etC.
Can be
vo::oneAmz;mon a i c Soots i : 2l cet ” a nyt h i n g ””

A Angular Frontend AppSSO Starter Java

*

Takes input

Golang-accelerator Java Function

Customizable
using Sed,
YTT, etc.

“Golden Path”
build in.

Tanzu Java Web Ul

Node Express - Node Function

vava rec Confidential | ©2022 VMware, Inc.
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Supply Chain

VMware Tanzu Application Platform

frontend

.
Supply Chain: source-test-scan-to-url Errors: O £\ Warnings: O S u p p |y C h a I n

Supply Chain Cluster: host

Delivery Cluster: host U I
CVE info

Source Provider @ Source Tester @& Source Scanner & Image Provider & Image Scanner @

Config Provider @
o 163082686 _ e main/f63 oo o 799bfOcae—e e 3ce08546—
PipelineRun Grype Image Grype Podintent

14 hours ago 14 hours ago 11 hours a 15 hours ago

Test info

Stage Detail: Source Provider OVG rVI eW

14 hours ago

Overview

Name frontend

Kind GitRepository

Source URL

Version source.toolkit.fluxcd.io/vibetal
Namespace default

Conditions

Condition Type Status Last Transition

Ready True 2023-05-07T20:06:00Z

ArtifactinStorage True 2023-05-07T20:06:00Z

5rows
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Security Analysis

VMware Tanzu Application Platform

Security Analysis

Security
overview

o » »

©

Low (44)
Medium (13) s

High (10)

Unknown (O)

Workload Build Vulnerabilities

o Does Not Violate Policy €7

Namespace Cluster Last Scan Completed

default host 5 days ago
default host 3 hours ago
default host 12 hours ago
default host a month ago
default host 19 days ago
default host 3 hours ago

default host 12 hours ago

10 rows
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un

VMware Tanzu Application Platform
Your Organization Catalog

Components -

Type

All

PERSONAL System

e

api
*
fastapi-test

YOUR ORGANIZATION >ntend

All

python-test

LIFECYCLE
scrap
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Type

api

service

service

service

service

service

Lifecycle

production

experimental

production

experimental

experimental

experimental

production

REGISTER ENTITY @ suPPc

Description

The api for...

FastAPI fr...

The

A golang

Tanzu Java

A python

The scraper.

=z

pAs
*
*
gh*s
*
3
*

[

N

N

N

Run the app,
on the TAP
cluster (or a
dedicated run
cluster)
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Built with an open source-first mindset
Innovative, interoperable, scalable and secure solutions

7 In addition to Backstage ¢ Backstage

Garnering 200+ plugins Backstage has gained tremendous traction
by helping organizations build self-service developer portals

Carvel & cArveL

Tanzu Appllcatlon Platform |=5 Developers build, deploy, and manage their own apps

backed by some of the mOStE and package them so they are more easily distributable
mature and popular open- -
source projects available today Ca rtog rapher @ cARTOGRAPHER

Operator teams create secure, reusable supply chains that
define all of application Cl and CD in one place

And many more.... "'

grype U.U Buildpacks.io r

Building open-source software and contributing to
communities is at the core of VMware’s engineering spirit
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Deploying an App with Tanzu Application Platform

Developer

Inner Loop

QOuter Loop

Vmwa re® Confidential | ©2022 VMware, Inc.

DevSecOps

Laer)
tanzu Running
workload app
A/
[ SS UU ' ‘) G}
Watch Build Conventions GitOps
Git Image
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Come by the booth, for a
“real” demo and a talk.
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